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Abstract  

Cloud computing (CC) is rapidly growing 

new information technology (IT) in private, public 

and especially in Government sectors internationally. 

CC technology facilitates rather than deploy and 

manage an in-house physical IT infrastructure by 

having local servers or personal devices to manage 

their softwares application. This new technology 

helps to transfer their traditional IT services model 

into remote, virtualised environments, which are 

often hosted and managed by the third parties. 

Therefore, CC environment of any organisation turn 
prospective opportunity for cyber attackers, which is 

become a primary challenges of CC in the protection 

of valuable data from different types of attacks. CC 

posed a serious risk and major challenge to digital 

investigators, also offers sufficient opportunities to 

investigators for better refining the forensic science. 

This study summarises the key areas of CC forensics 

science challenges and analyses by the researched 

performed by other researchers. The challenges also 

presented along with associated literature that 

particularly reference them. Finally the discussion 
and analysis, which is based on the study finding to 

consider the challenges provoke by the CC forensics 

science on our findings.  
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I. INTRODUCTION 

CC is a new technology which is widely used by the 

different types of organisations to perform their day 

to day business activities in developed as well as 

developing Countries. The evolvement CC 

technology in the modern corporate market boosts 

competition to the utmost level, as result products 

and skills have become obsolete [1].But, there are 

some challenges are faced by organisations and 

businesses depending on their size and structure [3]. 

Organisations are also benefits by reducing operation 
costs and increasing their productivity by the 

adoption of CC services [1, 2].  Therefore, CC 

attracts as emergent modern technology in today‟s 

corporate sector, which provide the easiest 

availability of computational technology services for 

organizations through the internet.  
 

The suitable use of Information and Communication 

Technologies (ICT) benefits businesses and 

organisation to become more proficient [1, 2, 4]. CC 

facilitates the organisations by providing resources 

and particular services by a user-pay system through 

the Internet [2, 3, 5]. CC technology generally offers 

a new corporate solution, which permits the 

organisations to rent the required information 

technology (IT) infrastructure, for instance, particular 

platforms, operating system, network hardware, 

storage, resources, the software through positioning 

their business applications and their data storage in 

the cloud environment [14]. There are many well-

known cloud examples which include Amazon, 

Google and Microsoft (Department of Finance and 

Deregulation (DFD), [2, 6].  

 

The worldwide public cloud services market is 

projected to grow 17.5 percent in 2019 to total $214.3 

billion, up from $182.4 billion in 2018, according to 

Gartner, Inc.[9] The fastest-growing market segment 

will be cloud system infrastructure services, or 

infrastructure as a service (IaaS), which is forecast to 
grow 27.5 percent in 2019 to reach $38.9 billion, up 

from $30.5 billion in 2018 (see Table 1). The second-

highest growth rate of 21.8 percent will be achieved 

by cloud application infrastructure services, or 

platform as a service (PaaS). 

 

“Cloud services are definitely shaking up 

the industry,” said Sid Nag, research vice president at 

Gartner. “At Gartner, we know of no vendor or 

service provider today whose business model 

offerings and revenue growth are not influenced by 

the increasing adoption of cloud-first strategies in 
organizations. What we see now is only the 

beginning, though. Through 2022, Gartner projects 

the market size and growth of the cloud services 

industry at nearly three time the growth of overall IT 

services.” 
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Table 1. Worldwide Public Cloud Service Revenue Forecast (Billions of U.S. Dollars) 

  2018 2019 2020 2021 2022 

Cloud Business Process Services (BPaaS) 
45.8 49.3 53.1 57.0 61.1 

Cloud Application Infrastructure Services 

(PaaS) 15.6 19.0 23.0 27.5 31.8 

Cloud Application Services (SaaS) 80.0 94.8 110.5 126.7 143.7 

Cloud Management and Security Services 10.5 12.2 14.1 16.0 17.9 

Cloud System Infrastructure Services (IaaS) 30.5 38.9 49.1 61.9 76.6 

Total Market 182.4 214.3 249.8 289.1 331.2 

 

BPaaS = business process as a service;  

IaaS = infrastructure as a service;  

PaaS = platform as a service;  

SaaS = software as a service 

 
With the increasing use of CC services in the 

organisations, there are always stays risk of data 

security and privacy, therefore the security concerned 

challenges are also increasing [10]. The digital source 

is an important aspect of digital forensic science 

which enforce to use different types of tools and 

techniques. CC is a greatly encouraged and enhanced 

way to store valuable data, as it diverts the researcher 

attention that research is being carried out for 

different types of challenges, opportunity and also to 

analyse and perform experiment over it. CC concept 

refers to provide different types of services to 

organisation remotely. Many organisations adopt the 

different types of CC services due to anytime and 

anywhere availability of data and also to utilise the 

required any type of application remotely [11]. 

In this type of situation where cloud forensic science 

is needed, but still cloud forensic science is not 

considerable developed theory. According to the 

author in [7, 8], there are many complexchallenges 

faced by investigator during the collection of require 

data also there are diverse types of issue on which 

investigator has to encounter to get the evidence of 

suspect.  

The investigator has several problem, for instance, 

the storage of data is not local once kept on cloud, 

therefore suspects computer have nothing stored in 

the computer. This results that the data stored on 

cloud is of several user so the server cannot be seized 

unless all the user‟s data are seized.  

If the suspect data is found, but still separating it from 

other users data is very complex exercise. As the data 

is on cloud environment the theft can be done, so it‟s 

a quiet high risk for the sensitive date like health 

related data, any type of national data and especially 

security related data. There are some different 

challenges, for instance, data acquisition, logging, 

chain of custody, limited forensic tools, trustworthy 

data retention, etc 

Digital source is an important aspect of digital 

forensic science which enforce to use different types 

of tools and techniques. CC is a greatly encouraged 

and enhanced way to store valuable data, as it divert 

the researcher attention that research is being carried 

out for different types of challenges, opportunity and 

also to analyse and perform experiment over it. CC 

concept refers to provide different types of services to 

organisation remotely. Many organisations adopt the 

different types of CC services due to anytime and 

anywhere availability of data and also to utilise the 

required any type of application remotely [11]. 

CC is widely debated research topic but still, it 

presents numerous economic opportunities and 

encouraging technology [12]. The concept of IT is a 

setup of infrastructure for an organization with some 

boxes of hardware, applications, network switches, 

data canters, etc. whereas, the visualization of some 

computers connected with server and respective 

network for sharing different kinds of stuff, for 

instance, application, data with a low cost, 

maintenance free IT infrastructure which is called 

Cloud‖ [13, 14].  

CC environment is a flexible elimination of 

resources, which includes multiple stakeholders and 

delivers a measured service at several layers for a 

specified level of service. CC Technology is 

switching traditional setup with virtualized, remote, 

on-demand software services, configured for the 

specific requirements of the organization.  
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These different types of required services can be 

hosted and managed by in-house or by any third-

party. Which, resulting, the particular software and 

respective data comprising business application may 

be physically stored through different geographic 

locations. The use of CC services has prospective 

benefits to organizations, for instance, increased 

flexibility and efficiency. Apart from flexibility, 

efficiency and substantial cost saving, CC services 

offer a thread to the organization about a different 

kind of Copy Right theft or patented methods, 

solutions, or personal or organisational confidential 

information 

II. WHAT IS CLOUD FORENSICS? 

 

Computer forensics is an art and science of 

preserving, collecting,confirming, identifying, 

analysing, recording, andpresenting crime scene 

information. Wolfe defines computerforensics as “a 

methodical series of techniques and proceduresfor 

gathering evidence, from computing equipmentand 

various storage devices and digital media, that can 

bepresented in a court of law in a coherent and 
meaningfulformat” [15].  

 

Forensic science is usually defined as the application 

of science to the law. Whereas, forensics, also known 

as computer and network forensics, generally has 

many definitions. Typically, it is reflectedin the 

application of science to the identification, collection, 

examination, and analysis of data while preserving 

the integrity of the information and maintaining a 

strict chain of custody for the data. Data refers to 

well-defined pieces of digital information that have 

been organised in a precise way. Normally 
organizations have an increasing amount of data from 

different sources. For instance, data can be stored or 

transferred by standard computer systems, 

networking equipment, computing peripherals, 

personal digital assistants (PDA), consumer 

electronic devices, and various types of media, 

among other sources [16]. 

 

Definition according to the National Institute of 

Standards and Technology(NIST) [16],computer 

forensic is “an applied science to identify anincident, 
collection, examination, and analysis of 

evidencedata”. There are also some other researchers 

define computerforensics as the procedure of 

examining the computer system todetermine potential 

legal evidence [17, 18]. 

 

III. CLOUD FORENSICS SCIENCE 

CHALLENGES. 

 

According to (NIST), the major challenges of Cloud 

Forensics are categorised into the following nine 
major groups which are mentioned below: [31]  

 

 Architecture (e.g., diversity, complexity, 
provenance, multi-tenancy, data segregation, etc.). 

 Data collection (e.g., data integrity, data recovery, 

data location, imaging, etc.). 

 Analysis (e.g., correlation, reconstruction, time 

synchronization, logs, metadata, timelines, etc.). 

 Anti-forensics (e.g., obfuscation, data hiding, 

malware, etc.). 

 Incident first responders (e.g., trustworthiness of 

cloud providers, response time, reconstruction, 

etc.). 

 Role management (e.g., data owners, identity 

management, users, access control, etc.). 

 Legal (e.g., jurisdictions, laws, service level 

agreements, contracts, subpoenas, international 

cooperation, privacy, ethics, etc.).  

 Standards (e.g., standard operating procedures, 

interoperability, testing, validation, etc.). 

 Lack of Training (e.g., forensic investigators, 

cloud providers, qualification, certification, etc.). 

 

Cloud forensics applies this same forensic process 
but has the challenge of combining various physical 

and logical locations. These areas include the 

following [21]:  

 

 Client-side. Technical controls or monitors 

implemented on networks and computers under 

client control or ownership (Intrusion Detection 

System [IDS], Web Content engine logging, 

firewalls, access log, chat logs [locally], etc.). 

 Combined-side. Technical controls or monitors 

implemented on networks and computers allocated 

to cloud customers (access logs, transaction logs, 
usage logs, etc.). 

 Provider-side. Technical controls or monitors 

implemented on networks and computers that 

support or comprise the cloud service (firewalls, 

load balancers, admin access logs, IDS, NetFlow 

data, etc.). 

 

According to NIST and some other researcher 

describe the process for performing digital forensics 

comprises. Regardless of the situation, the forensic 

process comprises the following basic phases: [16, 
19, 20, 21, 22]:  

 

 Collection. The crucial and important phase in 

which to identify, label, record, and acquire data 

from all the relevant possible sources of related 

data, although following standard guidelines and 

procedures that help to preserve the integrity of the 

data. The process of collection is typically 

accomplished in a timely manner because of the 

possibility of losing effective data, for instance, 

current network connections, as well as losing data 
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from battery-powered devices (e.g., cell phones, 

PDAs).  

 Examination. The examinations phase include 

forensically processing any volume of collected 

data using a combination of automated and manual 

methods to assess and then extract data of 

particular interest while preserving the integrity of 

the data.  

 Analysis. The analysis phase is the process to 

analyse the results of the examination, using 

legally justifiable methods and techniques, to 

derive useful information that addresses the 

questions that were the impetus for performing the 
collection and examination.  

 Reporting.In reporting phase the results of the 

analysis, which may include describing the actions 

used, explaining how tools and procedures were 

selected, determining what other actions need to 

be performed (e.g., forensic examination of 

additional data sources, securing identified 

vulnerabilities, improving existing security 

controls), and providing recommendations for 

improvement to policies, guidelines, procedures, 

tools, and other aspects of the forensic process. 
Whereas, the formality of the reporting step varies 

greatly depending on the situation.  

 

IV. FORENSIC STAFFING 

 

Practically every organization needs to have some 

capability to perform computer and network 

forensics. Without such a capability, an organization 

will have difficulty determining what events have 

occurred within its systems and networks, such as 
exposures of protected, sensitive data. Although the 

extent of this need varies, the primary users of 

forensic tools and techniques within an organization 

usually can be divided into the following three 

groups [16]: 

 
 Investigators. Investigators within an 

organization are most often from the Office of 

Inspector General (OIG), and they are responsible 

for investigating allegations of misconduct. For 

some organizations, the OIG immediately takes 

over the investigation of any event that is 

suspected to involve criminal activity. The OIG 

typically uses many forensic techniques and tools. 

Other investigators within an organization might 

include legal advisors and members of the human 

resources department. Law enforcement officials 

and others outside the organization that might 
perform criminal investigations are not considered 

part of an organizations internal group of 

investigators.  

 IT Professionals. This group includes technical 

support staff and system, network, and security 

administrators. They use a small number of 

forensic techniques and tools specific to their area 

of expertise during their routine work (e.g., 
monitoring, troubleshooting, data recovery).  

 Incident Handlers. This group responds to a 

variety of computer security incidents, such as 

unauthorized data access, inappropriate system 

usage, malicious code infections, and denial of 

service attacks. Incident handlers typically use a 

wide variety of forensic techniques and tools 

during their investigations.  

 

Many organizations rely on a combination of their 

own staff and external parties to perform forensic 
tasks. For example, some organizations perform 

standard tasks themselves and use outside parties 

only when specialized assistance is needed. Even 

organizations that want to perform all forensic tasks 

themselves usually outsource the most demanding 

ones, such as sending physically damaged media to a 

data recovery firm for reconstruction, or having 

specially trained law enforcement personnel or 

consultants collect data from an unusual source (e.g., 

cell phone). Such tasks typically require the use of 

specialized software, equipment, facilities, and 
technical expertise that most organizations cannot 

justify the high expense of acquiring and 

maintaining. As described in Section 3.1.2, 

organizations should determine in advance which 

actions should be performed by law enforcement 

officials. Also, when expert testimony is needed for 

legal proceedings, organizations might seek external 

assistance.  

 

When deciding which internal or external parties 

should handle each aspect of forensics, organizations 

should keep the following factors in mind [16]:  

 
 Cost. There are many potential costs. Software, 

hardware, and equipment used to collect and 

examine data may carry significant costs (e.g., 

purchase price, software updates and upgrades, 

maintenance), and may also require additional 
physical security measures to safeguard them from 

tampering. Other significant expenses involve staff 

training and labour costs, which are particularly 

significant for dedicated forensic specialists. In 

general, forensic actions that are needed rarely 

might be more cost-effectively performed by an 

external party, whereas actions that are needed 

frequently might be more cost-effectively 

performed internally.  

 Response Time. Personnel located on-site might 

be able to initiate computer forensic activity more 

quickly than could off-site personnel. For 
organizations with geographically dispersed 

physical locations, off-site outsourcers located 

near distant facilities might be able to respond 

more quickly than personnel located at the 

organisation‟s headquarters.  
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 Data Sensitivity. Because of data sensitivity and 
privacy concerns, some organizations might be 

reluctant to allow external parties to image hard 

drives and perform other actions that provide 

access to data. For example, a system that contains 

traces of an incident might also contain health care 

information, financial records, or other sensitive 

data; an organization might prefer to keep that 

system under its own control to safeguard the 

privacy of the data. On the other hand, if there is a 

privacy concern within the team, for example, if 

an incident is suspected to involve a member of 

the incident handling team, use of an independent 
third party to perform forensic actions would be 

preferable.  

 

V. TOOLS FOR PERFORMING 

 

Current forensic tools are based on traditional 

forensic approaches, including formal methods to 

acquire information and a structured method to 

analyse artifacts with the intention to recreate or 

validate some series of events or retrieve missing 

information. These forensic tools fall into two 
general categories [21]:  

 

 Static. Static analysis forensic tools analyse 

stationary data, the contents of hard drives or 

NetFlow data, obtained through a formalized 

acquisition process.  

 Live. Live forensic tools collect and analyse “live” 

system data, accommodating the order of 

volatility, performing memory analysis, and 

providing methods for encryption key recovery 

 

VI. SUPPORTING FORENSICS IN THE 

INFORMATION SYSTEM LIFE CYCLE 

 

Many incidents can be handled more efficiently and 

effectively if forensic considerations have been 

incorporated into the information system life cycle. 

Examples of such considerations are as follows [16]:  

 
 Performing regular backups of systems and 

maintaining previous backups for a specific period 

of time.  

 Enabling auditing on workstations, servers, and 

network devices. 

 Forwarding audit records to secure centralized log 

servers. 

 Configuring mission-critical applications to 

perform auditing, including recording all 

authentication attempts. 

 Maintaining a database of file hashes for the files 

of common OS and application deployments, and 

using file integrity checking software on 

particularly important assets.  

 Maintaining records (e.g., baselines) of network 
and system configurations.  

 Establishing data retention policies that support 

performing historical reviews of system and 

network activity, complying with requests or 

requirements to preserve data relating to ongoing 

litigation and investigations, and destroying data 

that is no longer needed.  

 

 

 
 

Fig 1: Forensics Process 

 

 

VII. PRACTICE GUIDE FOR DIGITAL 

EVIDENCE 

 

A. Association of Chief Police Officers (ACPO).  

 

The document best practice guide has been formed 

by the ACPO Crime Business Area and was initially 

approved by ACPO Cabinet in December 2007. The 

main purpose of this document is to provide guidance 

not only to assist law enforcement but for all 

thatassists in investigating cyber security incidents 

and crime, originally approved by ACPO Cabinet in 

December 2007. [23].  

 

B. The Principles of Digital Evidence [23] 

 

 Principle 1: No action taken by law enforcement 

agencies, persons employed within those agencies 

or their agents should change data which may 

subsequently be relied upon in court.  

 Principle 2: In circumstances where a person finds 

it necessary to access original data, that person 

must be competent to do so and be able to give 

evidence explaining the relevance and the 

implications of their actions.  

 Principle 3: An audit trail or other record of all 

processes applied to digital evidence should be 

created and preserved. An independent third party 

should be able to examine those processes and 

achieve the same result.  

 Principle 4: The person in charge of the 

investigation has overall responsibility for 

ensuring that the law and these principles are 

adhered to. 
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C.  European Union Agency for Network and 

Information Security (ENISA) 
 

The ENISA is basically a centre of network and 

information security expertise for the EU, its member 

states, the private sector and Europe‟s citizens. The 

main function of ENISA is to works with these 

groups to develop advice and recommendations on 

the good practice with respect to information 

security. It also assists EU member states with 

respect to implementing relevant EU legislation and 

works to improve the resilience of Europe‟s critical 

information infrastructure and networks [24]. 

 

In cloud computing (CC) the threats to cybersecurity 

and cyber-attacks respect no organisational and their 

territorial boundaries. For this purpose, effective 

cooperation between the communities at all levels is 

essential to streamline the interchange of the 

information and knowledge required to reduce 

vulnerabilities and offer effective reactions to cyber 

incidents. Among others, these communities include, 

Computer Emergency Response Teams (CERTs) 

with respect to particular business sectors, which 

might be affected by large-scale incidents, other 

incident responders within a country serving other 

communities, national/governmental (n/g) CERTs, 

law enforcement agencies (LEAs) and internationally 

recognised research and development organisations 

[24]. 

 

D. Principles Of Electronic Evidence Gathering  
 
The Electronic evidence guide - A basic guide for 

police officers, prosecutors and judges [25], 

developed within the framework of the European 

Union and the Council of Europe joint project 

(CyberCrime@IPA project [26]), for example, 

identifies five principles that establish a basis for all 

dealings with electronic evidence.  

 

 Principle 1:  Data Integrity:The more important 

principle is to must maintained the integrity of 

digital evidence at all stages. “No action taken […] 
should change data which may subsequently be 

relied upon in court.” [27].  

 Principle 2:  Audit Trail:An audit trail (often 

referred to as chain of custody or chain of 

evidence) is the process of preserving the integrity 

of the digital evidence. “Documentation permeates 

all steps of investigative process but is particularly 

important in the digital evidence seizure step. It is 

necessary to record details of each piece of seized 

evidence to help to establish its authenticity and 

initiate the chain of custody.”[28]. Indeed, an 
“audit trail or other record of all processes applied 

to digital evidence should be created and 

preserved. An independent third party should be 

able to examine those actions and achieve the 

same result.”[29]. 

 Principle 3:  Specialist Support:the need of 

specialist support to be requested as soon as 

possible when evidence gathering raises some 

specific (technical issues). The situation in every 

case vary, because there exist so many different 

types of systems and respective technical 

situations, so it is almost impossible for any digital 

forensics expert to have the specific expertise how 

to deal with all these sorts of electronic evidence. 

That is why it is very crucial to call in the right 

specialists – either from internal orexternal team, 
but need the right equipment ready for specialist to 

perform their tasks. 

 Principle 4:  Appropriate Training: Very 

important is the prerequisite proper training for the 

success of the search and seizure of electronic 

evidence. Appropriate and continuous training 

should be provided to all first responders team 

dealing with digital forensic, particularly when 

they are likely to deal specifically with „live‟ 

computer and access original data.  

 Principle 5: Legality: “Theperson in charge of the 
investigation has overall responsibility for 

ensuring that the law and these principles [the 

principles of digital evidence] are adhered to 

[30]”.  

 

Legal guidance for the practitioner varies depending 

on the jurisdiction in which they reside. Further, a 

distinction must be made between legislative 

documents and guidance and principles provided by 

relevant governing bodies within the forensic 

industry. Examples of such guidance documents 

include the above-mentioned Electronic evidence 
guide - A basic guide for police officers, prosecutors 

and judges developed within the framework of the 

European Union and the Council of Europe joint 

project (CyberCrime@IPA project) and the UK 

ACPO Good Practice Guide for Digital Evidence. 

 

VIII. FIRST RESPONDERS TOOLKIT 
 

The first responder should have a complete toolkit, 

which permits them to arrive at the scene and collect 

all available valuable evidence, also ensuring its 
integrity for later investigation purpose. First 

responder toolkit should include but is not limited to 

the following [24]:  

 

 Cameras (photo and video): used to capture 

images of the scene and record the state of digital 

exhibits. 

 A digital clock: to be put on the pictures taken, so 

the timestamps are visible as image, not just as 

meta data. 
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 Cardboard boxes or secure evidence bags: for 
collecting evidence for transportation to the 

laboratory. 

 Writing equipment: prepared log forms to 

document steps taken. They should include a 

column for time/date, action taken, picture 

reference, person doing the proceedings, pens and 

pencils for recording contemporaneous notes at the 

scene. 

 A flow chart on how to proceed in different cases, 

e.g. when the computer is running, when the 

computer is networked, etc.  

 Gloves: to protect against contaminants present at 
the scene. 

 Evidence inventory logs, evidence tape, bags, 

stickers, labels, or tags: crucial to ensure the 

integrity and continuity of the evidence found at 

the scene. 

 Antistatic bags and equipment and non-

magnetic toolkit: to allow for the safe collection 

of evidence, protecting its integrity. 

 A check list of possible relevant legal issues to 

consider and a list of relevant contacts for 

getting legal advice where appropriate: this 
check list of relevant legal issues is not intended to 

help first respondents actually resolve those issues, 

but merely to ensure that they spot (all of) the 

relevant issues; the list of relevant contacts for 

getting legal advice is to help ensure that first 

respondents will contact someone with legal 

expertise in an effort to comply with the law. 

 

If on-scene acquisition is required or if there is a high 

probability that such an acquisition will take place on 

site some additional equipment needs to be part of the 
toolkit, namely:  

 

 Forensic Laptop to allow on-scene acquisition 

(see for more detail Sub-section 4.2). 

 Forensic write protection device to protect 

evidential exhibits. 

 Devices (e.g. Firewire) to get a memory dump. To 

intercept network traffic a hub (rather than a 

switch) may be necessary. 

 All needed cables should be in the kit  

 Sanitised media to store image of any digital 
exhibits. 

 

A toolkit of first responders‟ should be influenced by 

different types of media, which may be present at a 

crime scene. Generally, such types of the toolkit 

should comprise of equipment capable of gathering 

digital evidence from any standard PC/laptop 

devices, mobile phones, tablet PCs, smart TVs, game 

consoles and all other types of modern devices 

comprising digital storage media. When dealing with 

mobile phones it should be essential to use Faraday 

bags (A „Faraday bag‟ is a bag that acts as a Faraday 

shield. This way electronic equipment can be 

protected from for instance lightning strikes and 

electrostatic discharges) to prevent changes to the 

device. 

IX. FIRST RESPONDER FORENSIC LAPTOP 

 

The specifications of the first responder forensic 
laptop required the following description of the basic 

hardware and software. When purchasing a suitable 

laptop many keys issues need to be taken into 

consideration. More important it should contain a 

latest and fast processor combined with a quiet 

sufficient amount of RAM to allow fast processing of 

the case at hand. The other devices are several USB 

(3.0 at the time of writing) ports that will be needed 

to support the usage of various peripheral devices 

such as portable hard disk drives (alternatively a 

small USB hub with additional connectors works as 

well). A fast hard drive with large capacity or an SSD 
(Solid State Disk) must be included, to allow disk 

images to be stored locally (additional external USB 

hard drives might be useful as well). 

 

Hardware Recommendations (at the time of writing 

of this document):  

 Processor – Intel i7, i9 or AMD equivalen.t  

 RAM – 8GB+. 

 Motherboard. 

 USB ports – 4 minimum and USB 3 if possible. 

 Firewire port – for device compatibility and 
creating memory dumps for example from digital 

cameras with firewire. 

 Large enough hard drive – Solid State Drive  

 Spare disks. 

 

Besides the hardware, the operating system that is 

running on the forensic laptop is very important. The 

operating system should be forensically sound and 

the first responder must be aware of how the system 

works.  

 

X. CONCLUSION 

This paper reviewed the research of different 

researchers based on the importance of CC and cloud 

forensics science in the cyberspace, their respective 

advantage, architecture and different cloud models. 

Also reviewed the particular conventional 

methodologies and guidelines proposed for 

performing different types of digital forensics, 

resulting so far insufficient in a cloud environment. If 

the predicted forecast by the different sectors related 

to CC is correct, as more businesses and 
organisations will be moving their valuable data to 

the cloud environment in the near future. In 

conjunction with a continued increase in cyber-crime, 

this transformation could result there will be a serious 

demand to conduct forensic science investigation in a 

particular environment. Presently such type of 
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investigations would be obstructed due to the lack of 

particular guidance regarding methodology and 
related software tools required to recover respective 

evidence in a forensically comprehensive manner. As 

this is a basic need for legal prospective with respect 

to clouds including data retention and to examine the 

privacy of laws. 

 

The responsibility also goes to the digital forensics 

community to concentrate on establishing verifiable 

standard mechanisms to evaluate any frameworks, 

respective procedures and latest software tools to use 

in a CC environment. Governments also involve and 
try to ensure that proper arrangements to be made to 

preserve valuable data for the purpose of 

investigation across borders, otherwise it becomes 

challenging to choose appropriate court or any legal 

systems to represent the case. Whereas, keep in mind 

that tool which is available to support any particular 

forensic investigation cannot completely capable to 

perform the required forensic investigation in cloud 

forensic science. Therefore, appropriate 

implementation of global recognize standards helps 

to increase the capacity of forensic science 
investigation to enhance the required performance of 

the cloud. 
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